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1. Hactpoum Ha KoMIIbIOTEpaXx M JIOKaIbHOM cepBepe |P-agpeca.

®pCo =T
Physical _Config_ Deskiop  Progiamming  Altributes
GLOBAL - F:
S;Q ‘;—'?T Settings Port Status . [
| Algorithm Settings ga”fw'd'“ ;;‘I";ﬂ:-/lbpi . ‘w‘antTp
| INTERFACE uplex alf Duplex (@) Full Duple
* MAC Address 0060.4724.008%
o P Bluetooth IPC
T -—"" © prce
1841 1841 @ Static
Roifterd Routert IP Address 192168.22
Subnet Mask 255.255.255.0

IPv6 Configuration
(©) DHCP

(©) Auto Config
@) Static

IPV6 Address

Link Local Address: FE80..260.47FF.FE24.0088

P Port Link IP Address IPv6 Address
o Fastetnerneto  up 192.168.2.2/24 <not set>
Bluetooth Down  <not set> <not set>

Gateway: 192.168.2.1
DNS Server: <not set>
Line Number: <not set>

Physical Location: Imtercity, Home City, Corperate Office

MAC Address
0060.4724.D0B8
0009.7C53.7990

Puc. 1 Hactpoiika IP agpecoB Ha nokansHbix PC

BI)II[GJ'IHGM JIOKAJIbHBIN CCPBCP B OTI[GHBHBIﬁ CCIMCHT:

PETED (- prysia) = 1 Servers 1 < =5 | ]
Physical _Confi Semices Deskop  Programming  Adtributes
GLOBAL - F:
Settings Port Status
Senbr-PT Algorithm Settings (@) 100 Mops (£ 10 Mops
Sedert
eder I Duplex Half Duplex @) Full Duplex
I MAC Address 0007 EC34.3605
|__FastEthernet0 |
IP Configuration
_ © DHCP
= =
L b = Q) Static
1 lwu IP Address 192.168.3.2
Roifier Routert Subnet Mask 255.255.255.0

IP¥6 Configuration

() DHCP

Auto Config

@ Static

IPv6 Address

Link Local Address: FE80--207 ECFF FE84-3605

IP Address
192.168.3.2/24

Served Port Link
Servd FastEthernet0  Up

IPv6 Address
<not set>

Gateway: 192.168.3.1
DNS Server: <not set>
Line Number: <not set>

Physical Location: Intercity, Home City, Corporate Office, Main Wiring Closet

MAC Address
0007.EC84.3605

=,

PCPT = :

PCO e PCPT
[

Top

Puc. 2 Hacrtpoiika IP agpeca nokanpHOTO cepBepa



2. Co3maarM CerMeHTHI JIOKaJIbHOU CETH IMocpeAcTBOM Vlan Ha komMyTtartope:

Vlan 2 — mi1s mosib30BaTeIbCKUX MaIuH, vlan 3 1j1s cepBepa.

T dWILLnuU

Physical Config  CLI  Attributes

105 Command Line Interface

Sei

spanning-tree mode pvst

ener-PT Swilchl
ServerQ
=
PCPT =,
PCO PC-PT
PC1

spanning-tree extend system—id
'

Se
|
;
‘_rail
164 interface FastEthernet0/1

Routi switchport trunk allowed vlan 2-3
switchport mode trunk

'

interface FastEthernet0/2
switchport access wvlan 3
switchport mode access

1

interface FastEthernec0/3
switchport access wlan 2
switchport mode access

1

interface FastEthernet0/4
switchport access wvlan 2
switchport mode access

'

interface FastEthernet0/5
switchport access wlan 2
switchport mode access

interface FastEthernet0/6

'

bé interface FastEthernet0/7
PC-PT !
PC2 interface FastEthernet0/8

'

——More-——

m

Ctrl+F6 to exit CLI focus

{1} [] Top

Puc.3 Co3nanue cerMeHTOB

Terneps co3aaauM COOTBETCTBYIOIIHME SUD-UHTEPhEHCHI 7151 COOTBETCTBYIOIIMX

vlan’oB Ha poyTtepe.

PCO PC1

PC2

¥ Router0

el E)

Serfir-pT |_Physical | Config | CUI

Serperl
10S Command Line Interface

Tio ip address

~ duplex aute
l "a speed auto
shutdown
1841 :
Routerl :

interface FastEthernetl/1
no ip address

duplex auto

speed auto

\

interface FastEthernetd/1.2

encapsulation dotiQ 2
ip address 152.168.2.1 255.255.285.0
'

interface FastEthernet0/1.3
encapsulation doriQ 3
ip address 192.168.3.1 255.285.265.0

no ip addres
shutdown
'

ip classless
!

nnu:auwd

[

Puc. 4 Co3nanue Sub-uHTEpdEriCcOB.




[Iponuuryem cepsep u npyroi PC, uToObl yOeIuThCs, UTO JOKaJIbHAs CETh HACTPOEHA
HPaBUIBHO:

SenbrPT
Serert
|
[
)
e .—.'/
L 0
1 1841
R“Y““ Router
2 |
24
Server-PT Swilch0
Server) ’
( I
= o
FoeT PC-PT =,
PCO i
e PCPT
PC2

Puc. 5. IluHarH B TOKaIBLHOU CETU

3. Temeps MBI 3aX0TENM MOAKIIOYUTH HAIIy JIOKAJIBHYIO CeTh K ceTh VHTepHeT,
CUMYJIMUPOBAB IMIpPOBaiiiepa IOCPEICTBOM pOyTe€pa U CEPBEpa, MNPHUHAB, YTO
npoBaiiiep HaMm BbLaenui cratudeckuil IP-anpec. Takxe HacTpouM cepsep.

= ¥ Router1 = | O]

Physical  Config  CLI Attributes

Senbr-PT
Sediert

| :
interface FastEthernet0/0
ip address 213.234.10.1 255.255.255.252
duplex auto
o - speed auto

'

I0S Command Line Interface

|
H
|

1841 interface FastEthernetO/1
Routert ip address 213.234.20.1 255.255.255.252
duplex auto
speed auto

interface Vlanl
no ip address
| shutdown

)

router rip

124 \
A5 Swilch0 ip classless

]
1

]
]
]

4

—-More——

| ip flow-export version 2

l \ Ctrl+F6 to exit CLI focus Copy || Paste

PC2 Top

Puc. 6 Hactpoiika poytepa npoBaiiaepa.

[Tonyuaem, uTo Ha poyTepe mpoBaiijiepa Mbl UMeeM: oJIuH Oenblil |P-agpec koTopbiii

CMOTPHUT B CTOPOHY pOyTepa HaIleH JIOKaTbHOW CETH, IPYTOil B CTOPOHY MyOIMIHOTO
cepsepa.



[Tponumem Ha Hamiem poytepe |IP-aapec nnTepHeTa, KOTOPHIA HaM BBIICIIHI
npoBaiziep 213.234.10.2 u yctaHOBUM aJipec HUIK03a IpoBaiiaepa.

Ser!'r-vT
Serperl

A, =, =,
PC-PT PC-PT PC-PT
PCO PC1 PC2

»

¥ Router0

i
o

.

_Physical | Config | cur |

10S Command Line Interface

Tntecface Fastithernectu/1.3
encapsulation dotlQ 3
ip address 192.168.3.1 255.258
f

interface Vianl
ip address
shutdown

'

no

ip classless

Routerfwr mem

Building configuration

[OK]

Router$

Routers

Routers

Routers

Routergcont ¢

Enter configuration commands
Router (confi f£a0/0

Router (config

265.0

| I

one per line

213.234.10.2

>

End with CNTL/Z

265.255.285.252

Router (config-if

ip sddress

Copy Paste

Puc. 7 Hactpoiika IP-agpeca nuntepHeTa Ha JIOKaJIbHOM POyTepe

Y6eaumcs, 4To Halll pOyTep YCTaHOBUII CBSA3b C HHTEPHET-IIPOBAACPOM U
COOTBETCTBEHHO € MyOJMYHBIM CEPBEPOM, POITMHTOBAB HX.

‘¥ Router0

108 Command Line Interface

i Physical ~ Config _ CLI  Attributes
—
Senvkr-PT
Serfiert
[
i
e = 2
d - iy i
9 1841 Routers
Roiglerd Routert Router>
Router>
Router>en
Router#
Routerg
A Routerfping 213.234.10.1

Server-PT
Server0

:

=,

PCO el PCPT
PC2

Type escape sequence to abort.

Routerfping 213.234.20.1
Type £3cape Sequence to abort.

Routerd|

Sending 5, 100-byte ICMP Echos to 213.23¢.10.1, timeout is 2 seconds:

Success rate is 100 percent (5/5),

Sending 5, 100-byte ICMP Echos to 213.23¢.20.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/0 ms

round-trip min/avg/max = 0/0/1 ms

|

Ctrl+F6 ta exit CLI focus

] Top

Puc.8 [Tunru poytpa k mpoBaiiepy u myoIunqyHOMY CEpBEpPY




Teneps nonpoOyem CBsI3aThCS C MyOJUYHBIM CEPBEPOM ¢ JokanbHOro PC, muHr HE
npONAET, MOTOMY YTO MBI HCIIOJIb3YeM cepble |P-agpeca u Hail poyTep He 3HAeT Mpo
3TY CETb.

é

,
¥ pco

Physical Config Desktop Software/Services

Command Prompt

ces Fast Forward Time

717\ BB EBREEB Y |

h —

Puc. 9 JlokanpHas ceTh HE BUIUT UHTEPHET.

4. C mnomompto TexHosmoruun NAT ™Mbl obecnednM  JOCTYI  JIOKQJIbHBIX
KOMITBIOTEPOB U cepBepa B ceTh MIHTEepHeT.

JJist Havasa Ha JIOKaJlbHOM pOyTepe HACTPOUM Kakou uHTepdeiic OyAeT sIBASAThCS IS
NAT BHeIHNM, a KaKOil BHyTPEHHUM.

Router0Q FastEthernet0/0 213.234.10.2

/

SHELHWIA FastEthernet0/1.2 | 192.168.2.1

BHVTDEHHWI g | FastEthernet0/1.3 | 192.168.3.1

Puc. 10 Hactpoiika NAT nokansHOTO poyrepa.



5. 3arem MbI coznaém access-list koropeie OyayT XapakTepu3oBaTh, KaKOH HMEHHO
TpadPpuk MbI OyIeM «HATUTHY.

< nuuLGIy T —
Physical Config CLI  Attributes
—
108 Command Line Interface
Sen - -
Sorld ‘spEEd auto

1 interface FastEthernet0/1.2
l encapsulation dotlQ 2

ip address 182.168.2.1 255.255.255.0
ip nat inside
w ~4 !
— "l interface FastEthernet0/1.3
1401 184 encapsulation dotlQ 3
Rogerd Rout| ip address 192.168.3.1 255.255.255.0

ip nat inside
'

interface Vlanl
no ip address
shutdown

Z
—_—

router rip
'

Bh ip nat inside source list FOR-NAT interface FastEthernet0/0 overload
Swilcho ip nat inside source static top 182.168.3.2 80 213.234.10.2 80
ip classless
ip route 0.0.0.0 0.0.0.0 213.234.10.1
'

Ay

-

ip flow-export version 9
'

ip access-list standard FOR-NAT
permit 192.168.2.0 0.0.0.255
A I permit 192.168.3.0 0.0.0.255
PCPT T :‘113 ecdp run
= PC-PT ! i
PC2 ! T
'
' -
Ctrl+F6 to exit CLI focus Copy Paste
1 F|
il Top

Puc. 11. Co3nanue access-list st NAT

[Tocnennert komanoi ip nat inside source list FOR-NAT interface FastEthernet0/0
overload 3aBepmaem HacTpoiKy poyrepa.

6. Kak paboraetr NAT:

Ham mnonw3oBaTens pabotaer B jJomamiHed ceth Ha Xxocte 192.168.2.2 wu
3amnpaiuBaeT BeO-cTpaHuily ¢ BeO-cepepa (mopt 80) c IP-ampecom 213.234.20.2.
Xoct 192.168.2.2 mnpucBanBaeT (IPOW3BOJBHO) HOMEpP HCXOMHOTO MmopTa 18 wu
MOChUIAET JedTarpaMMy B JOKalbHYylO ceTb. NAT-mapuipyTuzatop mnoiydaer
nerutarpaMMy, TeHEPUPYET JIJIsl HEE HOBBIM HOMEP UCXOAHOTO MOPTa, B HAILLIEM CITy4aeT
Takoil ke 18 mopt, 3amensier ucxonuslii [P-agpec coorBercTBytommM [P-ampecom,
pacnosioxkeHHbiM Ha ctopoHe ['BC (213.234.10.2) u 3ameHsieT cTapeiii HOMEp
ucxoaHoro nopra 18 HoBeiM — 18. [Ipu reHepupoBaHUM HOBOTO HOMEPA UCXOJIHOTO
nopta NAT-MapuipyTuzatop MoXxeT BbIOpaTh JII0O0M, KOTOPOTO MOKa HET B TaOJHIle
TpPaHCJISIUK ceTeBBIX ajipecoB. Mexanusm NAT B mapiipyTuszatope Takke 100aBIsieT
3aMuCh B CBOIO TAOJIMITY TPAHCIISAIIMHA CETEBBIX aJPECOB.

icmp 213.234.10.2:18 1%92.188.2.2:18 213.234.20.2:18 213.234.20.2:18

tecp 213.234.10.2:80 152.168.3.2:80 - -—=

Routerf#show ip nat translations

Pro Inside global In=side loecal OCutside local Cutside global

icmp 213.234.10.2:17 1%2.168.2.2:17 213.234.20.2:17 213.234.20.2:17

icmp 213.234.10.2:18 192.168.2.2:18 213.234.20.2:18 213.234.20.2:18 =
icmp 213.234.10.2:1%9 1%2.168.2.2:19 213.234.20.2:19 213.234.20.2:1%8

tcp 213.234.10.2:80 192.168.3.2:80 -—- -—=

Router# -
Ctrl+F6 to exit CLI focus Copy ‘ l Paste

[] Top



BeG-cepBep, COBEpIHIEHHO HE MPEACTaBISAIONINM, YTO MNPUOBIBIIAS K HEMY
nevrarpamma ¢ HTTP-3ampocom yxe mnoaBepriach o0pabotke Ha NAT-
MapuIpyTH3aTOpE, MOChUIAET B OTBET AeHTarpaMmy, rje ajapec noiydarens — 3T1o [P-
anpec NAT-mapmpytuzaTtopa, a TMOpT Ha3zHaueHus wumeer Homep 18. Korma
nentarpamMmma npuObiBaeT Ha NAT-MapuipyTuzaTop, TOT JeJaeT BHIOOPKY U3 TaOIHIIbI
TPaHCJISIIMKU CETEeBBIX aapecoB. IIpu 3TomM OH ucnonb3yer ueneBoi [P-aapec u Homep
opTa Ha3HAYCHMS, YTOOBI MoJdyunTh noaxodsumi IP-anpec (192.168.2.2) u HOMED
nopta HazHaueHust (18) mus Opayszepa, paboTaromiero B JOMalllHEW CETH. 3aTeM
MapuIpyTH3aTOp NEPENUChIBAET aqpec HA3HAYEHUs AedTarpaMMbl U HOMEpP MOpTa
HA3HAYEHUSA U MIEPECHIIAET €€ B JIOMAIITHIOIO CETh.



