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BBenenue

B nacrosimiee BpeMs ympaBiieHuE 000 AEsTENbHOCThIO HEBO3MOXKHO 0O€3
aHanu3a OoJybpmioro oObeMa wuHpOpMaMu W ee O00pabOTKH ¢ IOMOIIBIO
KOMITbIOTEPOB. M CT0Ib30BaHNe BHIYMCIUTEIBHON TEXHUKU B PA3JIMYHBIX 00J1acTIX
JIEATEIIBHOCTH 4YEeJIOBEKa MPOLLIO OOJBIION IMyTh, KOTOPBIM ONpenesscs He
TOJIbKO Pa3BUTHEM COOCTBEHHO TEXHHMKHM W, HO M PA3BUTUEM NPHUHIIUIIOB U
METO/10B 00pabOTKM MH(MOPMAIMU KaK C TOUKH 3peHUs 00JIacTeil MPUMEHEHHUS, TaK
Y C TOYKH 3PEHMS IIUPOTHI UCITOIb30BAHUS.

Kpome Toro, wunHdopManus, ¢ KOTOpoH Mbl paboTaeM TeNepb,
pacrpenensercs MeXAy Pa3IMYHbIMA KOMIIBIOTEPAMU U JUISL JOCTYIIA K «HYKHAM»
JAHHBIM HCIIOJB3YIOTCSl JIOKQJIbHBIE CETH, KOTOPbIE IIPULUIM HAa CMEHY
MHOTOTEPMHUHAIbHBIM CUCTEMAaM.

Eme oaHuM HeMalloBaXXHbIM, a B IIOCJIEJHEE BpeMs, OBITh MOXKET,
HauboJsiee BaXKHBIM aCIIEKTOM MCHOJIb30BaHUS EPCOHANBHBIX KOMIBIOTEPOB CTAJI0
pa3BUTHE TJI00ATBHBIX CETEH U UX UCIOJIb30BAaHUE HE B PEXKUME MOYTHI, a paboTa B
peXUME pEaNbHOTO BpPEMEHH. biaromapss pa3BUTHIO TEIEKOMMYHHUKALMN H
CPEACTB CBA3U CTAHOBUTHCS BO3MOXKHBIM JOCTYII K OIPOMHBIM HAaKOIUIEHHBIM 3a
CTOJIETUSI 3HAHUSIM C HCIOJb30BAHHEM COBPEMEHHBIX HMH(OPMAIMOHHO-
IIOMCKOBBIX CHCTEM. DTOT aCIIEKT ACSITEIBHOCTH YPE3BbIYAHO BaKEH B HAYYHOU U

y4eOHOM padoTe, MOBBIIICHUN KBATU(DUKAIHH.
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1 IonsiTne UHGPOPMAITMOHHON MH(PPACTPYKTYPHI

Nudopmarmonnas  undpacrpykrypa (MM) — 910  opranuzamus
B3aMMOCHCTBHSI MHPOPMAIIMOHHBIX MOTOKOB (IIPU 3TOM HECYIIECTBEHHO KaKOM
HOCHUTEJIB).

Coznanue U, ncnonb3yromieit KOMIbIOTEPHbBIE TEXHOJIOTUH T0JIpa3yMEBAET
KOMIUIEKC MEPOTIPUSTHI KOTOPBIN BKIIOYAET B CEOs:

. OpraHU3allMOHHBIE MEpPONPUATHS (OMpenesieHne CTPYKTYpPbI
JTIOKYMEHTOB M MapIIPyTOB X JBUKCHHSI, OTIPEICIICHNE OTBETCTBEHHOCTH 32
BUJIbI TIPOBOJMMBIX MEPOIPUSTUN, OIpeNesieHue MPaBUJI OpPTraHU3alUuU
pa3paboTKu  MOporpaMM U CTPYKTyphl  0a3bl  JaHHBIX, CIOCOOBI
(UHaHCUPOBaHUS U APYTHE);

. TEXHUYECKUE MEeponpusTus (MpUOOpETeHUE, YCTAHOBKA W
TEXHUYECKOE OO€ecleueHrne SKCIUTyaTalud OOOpyAOBaHMS, CO3JaHUE
KaOeJIbHOU CUCTEMBI);

. ONpelENEeHue  CUCTEMHOIO  IMPOTPAMMHOIO  0OO€CIEeYEeHHMs
KOTOpoe OyJeT HCIOJh30BaThCs B opraHu3anuu U cozganue LAN kak
MPOrPaAMMHO-TEXHUYECKOTO KOMILJIEKCa (ycTaHoBKa CUCTEMHOI'O
MpOrpaMMHOr0  O0OecTeueHus, OpraHu3alus MapHIpyTH3AIMUA  MEXIY
MOJACETSAMHU, AIMUHUCTPUPOBAHUE CETU U pabOTa C MOJIb30BATEIISIMU CETH);

. oOy4eHHe COTPYTHUKOB OpPTraHU3aIUY;

. UCIIOJIb30BaHUE MpU paboTe € JAOKYMEHTaMH CTaHJApTHOIO
MpOrpaMMHOTO  OOecreYeHusi,  OpraHM3alus  MOYTOBOM  CIIY»OBI,
opra"uzanus nocrymna K Internet;

. MIPOCKTUPOBAHUE W Pa3pabOTKy MPOTPaAaMMHBIX TPOAYKTOB M

co3aanue nHpopMamoHHo-aHauTudeckon cucreMsl (MAC);

. oOecreueHne 6€30macHOCTH UH(POpPMALUK;
. paboTy ciy>XObl SKCIUTyaTallMy U BHEJIPEHUS,
. HaIoJIHeHHE 0a3bl JaHHBIX;
JI
TIDKA.270304.041 I13 =
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JOJDKHBI 00ECTICYNBATh CIICTYIONTUE CITYKOBI (OTIEIBI UITH JIA0OPATOPHH ):

Obecneuenunem cozaanus MU, ncnonp3yromieil KOMIbIOTEPHBIE TEXHOJIOTUU

1. Texauyeckas ciayx0a. dyHkiuu — paboThl Mo MOoHTaXy LAN, ycTaHOBKa

00OpyI0BaHUS, PEMOHT U 3aME€Ha 000PYI0BaHMSI.

2. Cnyx0a sKcIuTyataliui U BHeapeHusd. OyHkuun — padbora ¢ 3aKa3uukom

npunoxkeanii MMAC 1o mnocraHoBke 3aj1add, ycraHoBka mnpuioxkenniit MAC,

MOATOTOBKA 3aJlaHUil IS TPYyHIbl pa3pabOTKH MPOTrpaMMHOTO OOECTICUCHUS,

oOy4eHue nepcoHania.

3. I'pynma pa3paboTku mporpaMMHOTO 00eCTIeUeHUSI.

/13m
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2 Undopmannonnas uHPpacTpykrypa oduca

2.1 IlpoekTpOBaHMeE CETH
Bcero B oduce pabGotator 16 dyenoBek. Bo riaBe yupexaeHUs CTOUT
TUPEKTOP, KOTOPOMY TOTUHHSIIOTCS 3 OT/ena.

OpranuzainmoHHas CTpyKTypa oduca rnpeacTaBieHa Ha pucyHke 1.

HupekTop
Otmen 1 Otnen 2 Otnen 3
5 4es0oBeK 4 yenoBeka 6 4eJI0BEK

Pucynoxk 1 — «OpranuzanonHas CTpykTypa opuca
Oduc pa3meliieH Ha 0JJTHOM dTaxe B 4 kKaOMHETaX.

JlokanbHO BbIUMCIUTENbHAs ceTh (Aanee - JIBC) opranusanuu coCTOUT U3
16 kommnbrOTEPOB, 4 cepBEPOB, 4 MPUHTEPOB, 4 KOMMYTAaTOPOB, TOUKU JOCTYIA U

poyTepa.

B kaOuHeTrax KOMIBIOTEPhl W NPUHTEPHl MOAKIIOYEHBI KabdenemM K
KOMMYTAaTOpy, a KOMMYTAaTOp MOJKIIOYEH K LEHTPAJIbHOMY KOMMYTaTopy,
HaxOJSIIEMYCSl B CEPBEPHON KOMHATE.

Takum o6pazom JIBC oduca nmoctpoeHa Ha OCHOBE TOTIOJIOTHUU «3BE37a).
[TIpenmyniecTBa TOMOJIOTUU «3BE3AAN:

- JIerko noaxiirounTh HOBBIN [TK

- ImeeTcs BO3MOXKHOCTh LIEHTPAIM30BAaHHOTO YIIPABIICHUS

- Jlerkoe o0beqMHEHNE pabOUMX TPy

- Cerp ycrOWuMBa K HeucnpaBHOCTSIM OTAenbHbIX [IK u k paspsiBam
coenquHeHnsa oTnenbHbIX [IK

- Henoporoii kabeinb u ObIcTpasi ycTaHOBKA

JlaHHasi TEXHOJIOTMS OTBEYAET BCEM COBPEMEHHBIM TPEOOBAHMAM K
JIOKJIbHOM ceTH M yA00Ha B 3KCILTyaTallHH.

Jlucm
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JNornyeckoe |||

Jloruueckasi CTpyKTypa CEeTU MPEACTABICHA Ha PUCYHKE 2

Printer-PT
prH‘rep 2
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Server-PT Server-PT Server-PT
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2811
Server-PT MapwpyTnzaTop0
Cepesep0
Pucynok 2 — Jloruueckasi CTpyKTypa CETH
TIIKA.270304.041 I13 il
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duznueckoe pazMeleHne 000pyI0BaHus IPEACTABICHO HA PUCYHKE 3

dDunsnueckoe || HABUFALLWA: “ Hazag | [naBeHas CToiika | New Container I l Move || CeTka

et Tracs St

gieli=li=l=i. elclicl e 0.

CopyKommyTaTopO

Touka goctynal

KommyTaTtopO(1) -

° )

° O

o

Pucynok 3 — ®@usnueckasi CTpyKTypa CeTH

Jlucm
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2.2.1 CepBuchbl KOHPUTypalUH cepBepa

Oduc ocHaleH caeayonMi CEpBEPAMHU:

A) @anin—cepBep. BeiienenHslii  cepBep, IpeAHA3HAYCHHBIM IS
BBIMIOJTHEHMsI (halIOBBIX OIEpalii BBOJA-BBIBOJA M XpaHSMIMNA (ailsibl J1r000r0
THUIIA.

b) CepBep 6a3 nannbix. CepBep bJl BbImonHsET OOCIy)XUBaHHE U
yhpaBiieHHe 0a30i1 JaHHBIX U OTBEYAET 3a LEJIOCTHOCTh U COXPAHHOCTh JaHHBIX, a
Takke oOecleurnBaeT OIepalMd BBOJIA-BbIBOJA TMPU JIOCTyNE KIHEHTA K
uHbOpMaIUu.

B) Ceprep DNS. KomnbrorepHas pactipefen€éHHas cucTeMa Jyisi MoJydeHust
uHpopMaluu o ToMeHax. Yaiie Bcero ucnoib3yercs A noaydenus [P-agpeca no
MMEHHM XocTa (KOMIIbIOTEpa WM YCTPONCTBA), MOJydYeHUss HHPOpPMALMU O
MapLIpyTU3alUd TOYThL, OOCITYXHBAIOLUIMX Yy371aX AJi1 MPOTOKOJIOB B JOMEHE
(SRV-3armuch).

I') Cepsep DHCP. ABTOMaruueckud BbIIACT KJIMEHTAM CETH CETEBbIC
PEKBU3HUTHI B PAMKaX 33JaHHOTO JAHaNa3oHa.

Tak kak HE0OXx0aUMOCTH B OoibIIOM KoinuecTBe |IP aapecoB y KoMmaHuu
Ha CEroJHSAIUIHUN JeHb HeT, ObUla HUCIHOJb30BaHA CETh C ajpecaMu U3 IIyJa
192.168.1.1 — 255. Jlna noctyna B Internet ykazan mumo3 192.168.1.240. Taxxke
ykazaH agpec DNS cepsepa 192.168.1.249.

1) Web—ceppep. Cepsep, npuaumarommii HTTP—3anpocel oT KIHEHTOB,
oObIYHO BeO-Opay3epoB, u Bblgatomuidi M HTTP—oTBeTsl, 00OBIYHO BMeEcTE C
HTML—ctpanuneii, uzoOpaxenuem, (QailzioM, MeIHa-MOTOKOM WA APYTHUMH

JaHHBIMU.

Jlucm
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| Physical | Config | Services Desktop

CIMYKEBI

HTTF

DHCFP

Attributes | Software/Services |

DNS

DNS Service

(® on

() off

DHCPvE

TFTP

DNS

Name

Resource Records

Type |A Record

Address |

Remave

A Record

Detail

192.168.1.249

Pucynox 4 — Kondurypamus anpecoB DNS cepsepa
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| Physical | Config | Services

Desktop | Attributes | Software/Services |

| kBBl |

DHCP

HTTF
DHCFP
DHCPvE
TFTP
DNS

Interface

Pool Name

DMS Server

Default Gateway

Start IP Address :

Subnet Mask:

TFTF Server:

FastEthernetd = | Service

| serverPool

1192.168.1.240

1192.168.1.249

1192 168

255 255

Maximurm number of Users :

0.0.0.0

‘ Add

Remove

serverPool

Subnet
Mask

Max
User
192.168.1.240 192.168.1.249 192.168.1.2

2550.255.255.0 254 0.0.0.0

Pucynox 5 — Konduryparus cereBbix pekBuzutoB DHCP cepsepa.

TIIDKA.270304.041 113
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Physical | Config Services Desktop Attributes Software/Services

CIYKEbI
HTTP
DHCP

DHCPVG (®) Bin () Beikn
TFTP

HTTP

DNS File Manager

File Name Delete

copyrights.html (delete)

cscoptlogol77x111.jpg (delete)

helloworld.htrl (delete)

image.html (delete)

VM Management

index.html (delete)

Pucynox 6 — Hactpoiika Web-cepsepa.
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2.2.2 MapupyTu3aTop

MapuipyTu3atop — YCTPOMCTBO, KOTOPOE€ IEPEChUIAET NAKEThl MEXIY
pa3IMYHBIMM CETMEHTAMU CETH HAa OCHOBE MPAaBWJI U TAOJIUI] MapUIpyTU3AIUH.
MapupyTu3aTop MOXKET CBS3bIBATH PA3HOPOJHBIE CETH PA3IHYHBIX APXUTEKTYP.
JInst IpUHSATHS pElICHUA O TEPechUIKE IMaKeTOB HMCHOJb3yeTcs HH(pOpMalus O
TOTIOJIOTUU CETU U ONpe/eEHHbIC MTpaBuia, 3aJaHHbIe aIMUHUCTPATOPOM.

OOBIYHO MapUIPYTU3ATOP HCHOIB3YET aapec IMOoJydaress, YKa3aHHBIA B
3aroJIOBKE MakKeTa, U OMpeesisaeT Mo TaIuile MapIIpyTU3aIluU yTh, 10 KOTOPOMY
clieqyeT mepenaTh JaHHble. Ecnu B Tabiuie MapuipyTH3aluu IS ajgpeca HEeT
ONMKMCAHHOT'O0 MAPUIPYTa, MaKeT OTOPachIBAECTCS.

CyliecTByIOT M Jpyrue CHocoObl OIpeAeseHUs] MapuipyTa IMEepEChUIKU
NAKEeTOB, KOTJa, HAaIpUMEpP, HCIOJB3YETCS aJIpec OTIPABUTENS, HCIOJb3yEMbIE
MPOTOKOJBl BEPXHUX YpPOBHEH U Jpyras uHoOpMaius, coaepKamascs B
3aroJOBKaxX IIAKETOB CETEBOTO ypoBHA. Hepenko MapuipyTu3atopbl MOTYT
OCYUIECTBJISITh TPAHCISIUIO aJPECOB OTIPABUTENS M TOJIydaTens, (UIbTPaLUIo
TPAH3UTHOTO TIOTOKA J[IaHHBIX HA OCHOBE OIPEICIEHHBIX MPAaBWI C IENbIO
OTpaHUYCHUs JOCTYyMa, mudpoBaHue/IemPpoBaHue MepeaBacMbIX JTaHHBIX WU
T.1. KoHburypanus ceTeBbIX PEKBU3UTOB MapIIpyTH3aTOpa MpeCTaBlieHa Ha

pucyHke 6.

Jlucm
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w MapuwpyTtusatop0 — B -

Physical Config CLI Attributes

GLOBAL MappyTuzaums RIP
Settings CeTkb
HacTpoliki anroputma [o6aemTs
MAPLUFYTH3ALLA
letwork Addres:
CTaTuyeckan
RIP 1.0.0.0
KOMMYTALLMA 192.168.1.0
Baza gaHHbR VLAN
INTERFACE
FastEthernet0/0
FastEthernet0/1
¥0anute
Equivalent I0S Commands
Lo op
£$IP-4-DUPADDR: Duplicate address 1.128.0.2 on FastEthernetd/0, sourced by 2
0040.0B1D.1489
Router>enable
Router¥configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #router rip
Router (config-router) # LV
[] Top

Pucynoxk 7 — Kondurypauus ceTeBbIX peKBU3UTOB MapLIpyTU3aTOpa

2.2.3 Touka pocryma Wi-Fi

Touka moctyna — 3To OecrnpoBojHas 0a3oBasi CTaHIMA, MpeIHAa3HAYCHHAS
Ui obecrieueHusi OECHpOBOJHOTO JOCTyNa K YK€ CYIIECTBYIOIIEH ceTu
(becipoBoiHOM WM TPOBOJAHOM) WJIM  CO3/aHHUS  COBEPILICHHO  HOBOM
OecripoBOAHOW ceTH. becrnpoBojHas CBSI3b OCYILIECTBISIETCS MOCPEICTBOM
TEXHOJIOTHH Wi-Fi.
[IpoBojs aHanoOrvI, TOYKY JIOCTYNa MOYHO YCJIOBHO CpPaBHUTHh C BBIIIKON
COTOBOI'0 OIlepaTropa, ¢ TOM OrOBOPKOW, YTO y TOYKHM JOCTYIIA MEHBIIMU paguyc
JEUCTBUSA U CBSA3b MEXIY MOAKIIOYEHHBIMUA K HEH YCTPOUCTBAMM OCYILECTBIISIETCS
no texHojoruu WIi-Fi. Paamyc neWcTBUsS CTaHAApTHOW TOYKH JOCTyma —

npumepro 200-250 MeTpoB, Mpu YCIOBHH, YTO HA ITOM PACCTOSHUU HE OyIeT

Jlucm
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HUKaKHX MPENATCTBUN (HAIpUMeEpP METAINIOKOHCTPYKIIHM, IEPEKPHITHI U3 OeTOHA
U TIPOYUX COOPY>KEHUH TII0X0 MPOMYyCKAIOIMIMX paauo BOIHY). becpoBonHbie cetu
U3 HECKOJBKUX TOYEK JIOCTyMa YCTAHABIMBAIOTCS B OOJBIIMX OQPUCHBIX
MOMENICHHX, 3[JaHUSAX W Ha JIPYTUX KPYIMHBIX 00BEKTaX, B OCHOBHOM JIsl TOTO,
4yTOOBI CO3/1aTh OJHY OecnpoBoHYIO JoKanbHYyI0 ceTh (WLAN). K kaxmoit Touke
JIOCTYTIa MOYKHO MOAKIIOYUTH 0 254 KIIMEHTCKUX KOMIbIOTEpOB. B GobIInHCTBE
CllydaeB HeIlenecoo0pa3Ho MOJAKIIoUaTh K OJHOW TOouyke AocTyma Oonbiie 10
KOMITBIOTEPOB, T.K. CKOPOCTh TEpelaud JaHHBIX Ha KaXJIOro IO0JIb30BaTeNs
pacmpezieniieTcsi B paBHBIX MPOMOPUUAX U YeM OOJIbIIe y OJHOW TOYKU JOCTYyIa
«KJIMEHTOBY, TEM MEHBIIIE CKOPOCTh y KaXKJI0TO U3 HUX.

Tak kak B HalleM CcClly4ae YHUCJICHHOCTh YCTPOMWCTB, MOJIEPKUBAOIINX
texHooruio Wi-Fi HeBenrka, TO 10CTaTOYHO OyIeT OJHOW TOYKH JIOCTYIIA.

HaCTPOﬁKa TOYKH JOCTYIIA IIPCACTABJICHA HA PUCYHKC 8
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| Physical Config Attributes

GLOBAL
Settings Fort Status
INTERFACE EEI)

Port 0 Channel

Port 1 Authentication

() Disabled () WEP
() WPA-PSK
Encryption Type

WEP Key
PSK Pass Phrase
AES

(®) WPA2-PSK

11111111

Pucynox 8 — Hactpoiika Touku 1ocTyma
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2.2.4 Pacnpenenenne |P agpecoB B 31aHum oduca.

[Tocne HacTpPOWKU CEPBEPHOTO M CETEBOTO OOOPYIOBAHUS JIOKATHHBIC

YCTpOﬁCTBa B CCTH aBTOMATHYCCKH IT0JIYYUIIN HGO6XOI[I/IMI)IC CCTCBEIC anI/I6YTI>I.

Tab6muma 1 CereBbie atpubyThl ycTporictB JIBC oduca

Tun HanMeEIOBaHne )
yerpoiicina yCTp::I:I:Ba B IP aapec OCHOBHOI 1LJTI03 DNS cepgep
I1K 1 192.168.1.9 192.168.1.240 192.168.1.249
IK 2 192.168.1.7 192.168.1.240 192.168.1.249
IK 3 192.168.1.22 192.168.1.240 192.168.1.249
IK 4 192.168.1.23 192.168.1.240 192.168.1.249
IK 5 192.168.1.11 192.168.1.240 192.168.1.249
IK 6 192.168.1.15 192.168.1.240 192.168.1.249
IK 7 192.168.1.4 192.168.1.240 192.168.1.249
IK 8 192.168.1.17 192.168.1.240 192.168.1.249
IK 9 192.168.1.6 192.168.1.240 192.168.1.249
IK 10 192.168.1.5 192.168.1.240 192.168.1.249
IK 11 192.168.1.24 192.168.1.240 192.168.1.249
IK 12 192.168.1.2 192.168.1.240 192.168.1.249
IK 13 192.168.1.18 192.168.1.240 192.168.1.249
IK 14 192.168.1.12 192.168.1.240 192.168.1.249
IK 15 192.168.1.19 192.168.1.240 192.168.1.249
IK 16 192.168.1.10 192.168.1.240 192.168.1.249
IIpunTtep [Tpuntep 1 192.168.1.20 192.168.1.240
IIpunTtep [TpunTep 2 192.168.1.3 192.168.1.240
ITpunTtep [Tpunrep 3 192.168.1.8 192.168.1.240
ITpunTtep ITpuntep 4 192.168.1.13 192.168.1.240
Cepsep DHCP cepsep 192.168.1.250 192.168.1.240
(DHCP)
TITKA.270304.041 IT3 e
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Cepsep DNS cepsep 192.168.1.249 192.168.1.240
(HTTP,
DNS)
Cepsep ®aiin ceprep 192.168.1.247 192.168.1.240
(cpaiin
cepsep)
Poytep Router0 192.168.0.1

210.210.0.2

TITKA.270304.041 IT3 e
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3. 3aki04enune

Texymee cocrossHue WHHOPMAMOHHON WHGPACTPYKTYpsl oduca B
OoNpIlell CTETEeHH, B paMKaX BBIMOJTHICMBIX OCHOBHBIX IIEJICH, yIOBIETBOPSCT
NOTPEOHOCTH OPraHU3aLUU.

JIBC o¢uca nmoctpoeHa Ha ocHOBe HamOoisiee 3((HEKTUBHON TOMOJIOTHH

«3Be31a». beutn HacTpoensl cepBepa DHCP, DNS, HTTP u ¢aiin-cepsep.

Jlucm
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